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NCSA's Great Strategy for Cybersecurity
In Thailand

Thawatchai Suksai 1*
Vasan Kirdsawasd 2

Abstract

This academic article aims to present the operations in maintaining cyber security of
the office of the National Cyber Security Commission, abbreviated as NCSA. Its name in
English is "National Cyber Security Agency (NCSA)". Government agencies in the form of
public organizations according to the cybersecurity act of 2019, the NCSA is established as a
government agency that sets policies, measures, and guidelines for maintaining cybersecurity
for government agencies and the private sector that are important infrastructure. information
in preventing, dealing with, and reducing risks from cyber threats in order not to have an
impact and cause distress to the people, the NCSA is responsible for the work according to
the act. Coordinate together with both the public and private sectors. Including setting
policies, regulations, minimum standards, and safety guidelines for government agencies.
Protect against cyber threats as well as the security of the state and peace and order of the
country the grand strategy for maintaining cybersecurity consists of driving cybersecurity
policies and plans. Preparation of secondary laws, announcements of relevant regulations
promoting cooperation with agencies surveillance and response to cyber threats and
development of cybersecurity personnel by setting such a strategic strategy, the organization
will be able to lead the organization towards its goals and achieve sustainable cybersecurity.
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AudlszanunMsnvaiuasasafossuunouinnesuisnnd (av.) meld (anu)
vihfiihsgSsenudsdumsindoanammalawes Aanm JnsginazUssananadoyaifstuse
aneunmsleiues uazmsudafeuistudsanaumsleweslsfumiesusing 9 sgradunisnns
Tnsfimsudadeutoyatmasiierfufonnaumislaveinmsimounstoyadonnammalsivesuas
Imansiiulselovisoasnsny msveaeuamuiunsasafovessruuiaiosusivonaziiuled
nsudadewmansaluaziiamuwugiliundymi nisnevausaziudadeanauloives uay
Uszanuanuiiessiunisweunsiiuleduasuriodeunuy wu VA Scan (Vulnerability Assessment)
AD A5N15951980U AUMTRILMIAN 9 srurulasadsegradusyuu ilmsianuisauseidiy
Rnsgilihsrurenstuargnlasfiutomidle Tugtuuulaléthe danmd 1 uae n1siesie
SULUU Vulnerability Assessment 1 uagA LT UN1IALALATIVABUR SUFN151119TUT0 System,
Server, 53U Network #1149 9 52UU %30 gunsainwasUasnds auluis weundiadusing 4 7
as1etu vide Aldnuindvedludarlsthe feamd 2

rstrmfdhfunimeseu VA Scan

a1
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fian: https://drive.ncsa.or.th/s/Fi5sYPYCocsOQoT
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https://drive.ncsa.or.th/s/Fi5sYPYCocsQQoT

side guaney wazadud tnadan

nswWygovlHIszquadiusuusoviunaw

govlHis:auanusuusoUunav 125 sovlHs

4 1
‘ ‘ » HTML form without CSRF protection

m TLS 1.0 enabled

Multiple vulnerabilities fixed in PHP
versions 5512

120

AT 2 SEAUANNTULTIVDIYRIINT

fian: https://drive.ncsa.or.th/s/FPYeMpAxzFAqzrN

UMENSANEATA 5 n1swauyAaInsduautuasUasassluiuasuazainenis
asgntindinuUszvnvy

1. M9isesamswauIyaainsa1uauiuasasndeleiues svesi 1 (Intensive
Cybersecurity Capacity Building Program) ImaﬁLi’]mmaiuﬂﬂﬁﬂ’@uuwﬁ’ﬂaquﬂmﬂséﬁumwﬁum
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wiaedl 02 fugnauuaznislauddmuanusiunasndsansauna witedl 03 Imnssumideny
(msvaenaramslelues) wiedl 04 szuuuiludeya mired 05 Inernsidrsiadu wied 06
Ingmssansadeya wihefl 07 Besssuuagngvine el 08 vdnmsiugiuduaierisdoans
wihefl 09 Wslareansilesselretneiivasnsis el 10 gunsainudasasioiniets e
11 52UUMIATIATUNMTYNTN wihedl 12 inTedediuminuuiaiou wied 13 arwsiunwasndy
vouaTeteliany miedl 14 mIszyfnu msfigatfnu wagnslians mied 15 quédeyauay
nsd1sesteya miaedl 16 Msnevauswamaindes miedl 17 Mmelnseideyatufinianssy
Mol 18 NTLUINMIMARBUIIETFUY M1efl 19 MINEIzUULAEMIVAAB UL TEUUMamAin

wiedl 20 Anuduaslasndereniuasuazszuuiu whed 21 wannisiiugiuaudfneuianes

MIET 22 MANgIUAITA Miie? 23 Tamenssuudiinsiuled nieh 24 diine1ssuuieiete
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wiefl 25 o1 nssusIsnIeBidnnselinduariineufumed uas wiied 26 nsdavhieau
mimwﬁqaﬂﬂﬁﬂgm

nangnIsEA UL o979y 1enzd1u 51837lundngns Domain 1 Security and Risk
Management Domain 2 Asset Security Domain 3 Security Architecture and Engineering Domain
4 Communication and Network Security Domain 5 Identity and Access Management (IAM)
Domain 6 Security Assessment and Testing Domain 7 Security Operations Domain L&

8 Software Development Security

Y a

NANgNIIEAUL LT 81919y 318791lUnaNgns Lesson 1: Comparing Security Roles and

3

Security Controls Lesson 2: Explaining Threat Actors and Threat Intelligence Lesson 3:
Performing Security Assessments Lesson 4: Identifying Social Engineering and Malware Lesson
5: Summarizing Basic Cryptographic Concepts Lesson 6: Implementing Public Key Infrastructure
Lesson 7: Implementing Authentication Controls Lesson 8: Implementing Identity and Account
Management Controls Lesson: Implementing Secure Networking Designs Lesson 1 0 :
Implementing Network Security Appliances Lesson 1: Implementing Secure Network Protocols
Lesson 12: Implementing Host Security Solutions Lesson 13: Implementing Secure Mobile
Solutions Lesson 14: Analyze Indicators of Application Attacks Lesson 15: Implementing Secure
Cloud Solutions Lesson 16: Explaining Data Privacy and Protection Concepts Lesson 17:
Performing Incident Response Lesson 18: Explaining Digital Forensic Lesson 19: Summarizing
Risk Management Concepts Lesson 20: Implementing Cybersecurity Lesson 21: Explaining
Physical Security

2. %’ﬂamuLﬁaa%ﬁqmmmwﬁfﬂﬁﬁﬁwsmwuﬁﬂﬂ Cybersecurity Knowledge Sharing
Tneivdngaseusu fil 1) ndngnadeluueannszuy Remote Working 2) vidngns TSyl
wislnadelaiues 3) ndngnssvinviudeanaiuloives atunidnauiiendn : Cybersecurity for
professional employee 4) nangnsnisenseavansg Iy Cll M w.5.U. lwwwes 5) ¥dngas Data
Layer Protection 6) vanans Infrastructure TugUiuy Multi-Cloud Auadrudunus a1u
Cybersecurity waz 7) mausuasuiawes - Usslevid deanay waznissuile

3. msamwé’ﬂqmm%’ﬂL‘ﬁaLLG}'&&?@Lﬁuwﬁmmtﬁ’f’mﬁwﬁmmwamwﬁ’agaj@mi%’ﬂmmm
funsasndvlaues w.e. 2562 1undngmsisada (Intensive Course) ijavsneiinmn 3 fu il
1) fun158UsHAsEsTII/ATTUTsifTluununars vt ilumineudmthi - 2) fu
AuugunsAvauLarasuauianistaduldngmine (Law Enforcement) uag 3) d1uns

L3 (%

UIM SR AuAnA1Y (Incident Handling) uagn13igaunanguaInNa (Digital Forensics) wiinau

ES]
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1. fnnauifegnavilsoedla dadeluil

(1) §us19M15 MiewAsiuswns wielduyanaiiauisadunsduauasuaiunie
Ains1zrdena (Data Analyst) laitfeendn 2 U ludunisiiA satosiusiuauifunsasase
arsawwme (information Security) snuadunslasnsdelatued (Cybersecurity) ATUNITUTINTING
faanauleiues (Incident Handling) #3aauN1SHEIUMENg USRI (Digital Forensics) 1o

(2) dnSansFnuiliifesninsefulsygns wielsurimdmnssueans Ineieans

Wensreuiunes alulagansawmna adfans darans sgenans sgUssmaumans

2. fawdmnutungiunsinneasiuasasndsleues

3. {IUNNTRUTUAUATHETTI AUAIU AoV AL uAIADAR BYBITEUVANTAULINA
(Information Security) N15uSn1s3nnIswmndeAnAuleiues (Incident Handling) #3an137igayl
ndng1un1eAaa (Digital Forensics) Matyanafildyuniseniunmanifdand  dosiunsousy
ndnanaisedn fail Ussnoude udl 1 mssvsudualessan/assusaiiiedluunuinuasu
stinfifumiinaudmiing dud 2 mnudfugiusumsiumusarasumuiionstaduldnguineg

U ‘NI
AIRITNN 2

M15199 2 MANgATHUFIUAUNSAVAILADUAI

fdui \avndngns
1 ngvianeidensinwausiuasaenfeluues
2 | ngmneidhenmsnsyimnuinifenfuaeuiames
3 | ngrangncign1sANATeIlaNAdIuYAAA
4 nQuuNgeIYIMazIsasunANeIY I IA BTt uA1INTENIANAALA AR
ABLILADS
5 sURUUNSNSEYIANURALAZNIAIANY (Case Studies)
6 WU URlUNSALTIUAR/NTAILILAR WU N155BINNTNEAIINY (N5UTIAN)

N15U5EaUAMUSTINTDAUNUILUNNGITDI NITTIVTIUNGIUNANG I LASLAIN

ToWI9939 NMINTIVAUTAAMA N1sBumTossiara n1sBnandauazAuneIunangIu
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AHUAR LUURY

7 AsusmsannsanbiulUegnaiiuseansain

A7 3 NsusmMsTansmadeanauleiues (Incident Handling) wazn1sigaunangu

N9RIIa (Digital forensics) fap13197 3

M5 3 HangesMIUIMIIan1smedeanaulyiues

aduil Lﬁamﬁﬁngm
1 Fundamentals of Incident Management
2 Incident Handling and Response Program Planning
3 Anti-forensics Techniques
4 Malware Incident Handling and Response
5 Email Security Incident Handling and Response
6 Network Security Incident Handling and Response
7 Web Security Incident Handling and Response
8 Cloud Security Incident Handling and Response
9 Insider Threat-related Incident Handling and Response
10 Fundamentals of Computer Forensics
11 Computer Forensics Investigation Process
12 Investigative Reports
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nalagasu uvngnsmansia 6 s Wugnsmanslunistestu 3uile annmidssann
foanauleiues ved anuy. Mlin1sUUuanTs Ussanuau advayu kasnsiiauyieinde
vihgauiiA g deddunisuuanuulevisuazunu iseds amnaudes Aanu Siesieviuas
Uszsnawateifeiufonanaumslewes MirAaanusmiessnitamhsnuniaiguazionyu 19

[

witgwilesheianuduaslasaselevesiifidnvaziandulagiy

14 215815U B UEV1AY



side guane waddud \inaian

GEYL

g1TnaunznIIsUNITANISS YU uAsUaan e lauas Se anuw. nsa NCSA vy

v Y
v o =

aadmsuLTidaRatununse esdRnsshwanutiuniaendelewes we. 2562 et
ulguns 10T waens¥nwanuiuasUaendelauef dundumitsauvesdguasionsuiliy
mheerilasiaiiuguddgmeansauna lunisdestu Suile wavana mudsmnsoanatumis
lwwed flinsznusennuiuniwesss uazanuasuiSouiosneluusena wan1sufuRauniy
gyseans viliynifvesUssmaianuiuasasndeloweigadundimnd friuan Tnsnsinan
578974 Global Cybersecurity Index (GCI) T 2563 Faufusrsauiinansdennududulunisdanis
Frupnutualasndeleiues veiUssinena q lnsannininsauulausens 19UsTnaAn e
International Telecommunication Union (ITU) UszifiuAazuuunnamdauduautiuasaende

(YY)

lewesvesUszwealvefadu 86.5 uavegdudiu 44 910 182 Uszma fanunseminiuaresiniug
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a9t Jsdawalinudssdsgnammislavesanesas lagldfiuuimsnisdaviuaznuniunis
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