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Abstract
This study aims to present strategic guidelines for school administrators
in creating a safe learning ecosystem free from cyberbullying and misinformation

at the secondary school level, given that 60% of Thai children are at risk from
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online threats, which is higher than the global average. The study found that the
role of school administrators should encompass proactive strategies in three
main dimensions 1. Policy and Infrastructure Administrators must transition from
a prohibitive stance to an active governance role. Key actions include establishing
a Digital Charter through collaborative public hearings, implementing anonymous
reporting systems to prevent retaliation , and investing in content filtering
software and data security on school Wi-Fi networks. 2. Capacity Building for
Personnel and Students The goal is to build digital immunity within the
organization. This involves training teachers as Digital Mentors to recognize red
flags of cyberbullying, fostering a Digital Peer Support model through student
councils, and integrating Media and Information Literacy (MIL) to empower
students with fact-checking skills. and 3. Partnership and Collaboration
Recognizing that schools cannot solve these issues alone, administrators should
strengthen ties with parents through Home-School Cyber Links to manage privacy
settings. Furthermore, establishing Memorandums of Understanding (MOU) with
external experts, such as cyber police and psychologists, is essential for
professional intervention and mental health recovery Ultimately, these strategies
facilitate a “Safe Learning Ecosystem” characterized by structural safety, media
literacy competency, robust monitoring systems, and a sustainable Digital
Empathy Culture. This framework is grounded in Ecological Systems Theory,
Technology Leadership, and Digital Citizenship.

Keywords: Educational Administration, Cyberbullying, Media Literacy, Learning

Ecosystem
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nnsUduiusseninsdudniulsaseunaziiiou uazdeaulaneaulad fuinis
anuAnwdesasesruunenlenaiadiudsedy luldnsudymiweafiaa

v A = | =
UNLIYULNYIN LAY
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ngufarzgimianalulad (Technology Leadership)

HUIM1TMI0019551U ISTE Standards 3 aiiun15a3198 d1m1ean13@ nwnd

a v 6

Y a a Yaa o 9 1 J v 1 & Y Y au [ a
TVULAFBUNTILTIUINING IG]EJINI"ULLF’]E;JISN’]ULLG]LUNQ?{TN’JGEWIFT‘U ARUUTTTU BASISUUN

I s

atuayuaswazinifey Jodusenau 5 Aruvesnizgimianaluladniuuinsgiu

[

(ISTE Standards, 2018) ffaii

Y v

1. fatuayuanulunaliesddvia (Equity and Citizenship Advocate) {1

Y

aa v aa

fasas1ennuwinenlunisndanalulad warduasunailaanaaniasusssy

2. dnnaunddeid (Visionary Planner) fiisdasnadderimisiniulunsly

A % = ¥

walulad WewuinsBeuiuasduiniiounnudisavesanufng

I b4 [ |

3. il masuasadnenin (Empowering Leader) finiasneimusssuuianis

=3

Beu3 atdvayuasiazyaansiiiauInueIumaAlulag

4. dneenwuusEUY (System Designer) HUIR BT 1958UUNTUTNITIANIS
nsdansieumsaou uaznmsthmaluladinysanmsegsiivssansamuazddy

5. fiFouilidenlosiu (Connected Learner) fihdoudufiFousnasaiian
wanamauindaumalulad wavasiunsetieaiusiuile

agulean fuimsanudnuidesdudatuayunnuminfien wasnaiesis
WioldBuduinmnuvasassluives Ao nsfalasnswesduinig Wilintfivesas
ABUNIMBSIEDE ALY

wurAnAMulunalliesddnia (Digital Citizenship)

walleaRdvialulsatew Taudszam lawn 1. nsiensw 2. nslienug 3. N3
Untles Usgnaumie 9 esrUszneudrdgresmsidunaiioddvia wagldinanseuns
yauiiagdaoulunnanunivwasynssduduanuisniluldlunsaouiuguves
wailoshavald (Ribble, M., 2021) Fsil

N1LATN

1) M31EeFava (Digital access) Ap MsatuaLuANSuAZNSNNRTIRBE

winflsuiufegasusuresnudunaliionvva

2) wsemlulan@dsia (Digital etiquette) Ao nguazuleuisagnamenly

Weane fesaautinGeunufunginssuianzauuulanosulail
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v oA A

3) nVNEAIIA (Digital law) Ao AUEAogNEINLlTazApnlaIEN5lY

v Y

a

wazwUsdunindaunaviavesiunasivegegneas

n3liadug

aa o 1

1) N3&ea15AdNa (Digital communication) A ASdRENIABAILGENNT DY

Y

v o & v = yaa A v & A !
H1NUNY uﬂLi?JuT’U']LUuW@QLﬁﬂuzqﬁLa@ﬂlﬁLﬂiaﬂﬂawL‘WN']%?‘NW']@JﬂQﬂJLﬂTV]ﬂJ']EJLLﬁ%

J9ANUNABINSTARANS

aa v = ¥

2) enuianudnlagufdvia (Digital literacy) Ao A3

Y]

AU lasURITA

aa o

WaETINRYISNIAUMT UTelliu LavdeBaunaslayasava

U
o

3) N13ANAIYIA (Digital commerce) A N1sAtnFsulad@eduA1aUlatlIN

PFafeadlaimaduduilnafifiussansnmluasvgionia

n1suntas

1) AvSuasnindilulanfava (Digital rights and responsibilities) fia N5
fnissudeadladnsduiiugululaniivavesnuies eansluanududiuiuas

@snnlunsiansenn

aa o

2) nuvasasuazanuiuadlulanfdia (Digital safety and security) fig

(Y &

wardoaddviadnludeiisundesdoyavesnuedlagnisaiuaunisaeaininuiy
duin
3) gunnuazauduegidlulanidvia (Digital health and wellness) Ao
mssdnindielamsugaintnseudidudesindulasg wseunsuiieatunisdngisiu
o w a i o ¢ ¢ I =t
ANdAveInaLazianTsus q ndlulanseuladiazeenladruaunaidunil
Tuvaussaugved DigCitCommit
asulinn duivnsanufinudesysannsesdusenaudiAguesnisilunaiies
Avia 9 AU leeitulu? Digital Etiquette Ao wnsemAdiatiiean Cyberbullying wag
L. . = Y o W ~ v 3 ~ v W a
Digital Literacy @@ n153winviuliauenuezdeyainia ineldatvauunisuinisg

anuAnwgalmisesussgsasnulunadesadddluinusssuesing
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LLuaﬁﬂﬁaemiiwhﬁu?ia d13aUWmA wazhana (Media, Information and
Digital Literacy - MIDL)

UNESCO (2013) na1&id MIDL (Media, Information and Digital Literacy) A®
msimuanuianudlasudonazarsauma udsinvesuidviadmivynay
iieliuszvvuannsniingideyasgaiiansagia [nulanssulafldedis
Uaenss waztisaiinrudesivlussuuinadeyauavimaluladfda msiviniude
wavansaunaneuinueisudulunssudiofuamuimeluanssed 21 Fasaudenis
unsnszaevesteyadiianain doyaiia uazdmaiairemnundends nsanaves
anuderulude LLazui’mmimﬁ%ﬁaMsJLawwasJ'N?J'aﬁﬁgamizﬁwﬁ (@induises
SeaSsunarAuasewuslaalufanisnszMedesawagingvied ddnau nane., )
\@uaNTaULLIAA MIDL o9 UNESCO #aid

1. 15189 (Access) Auansalun1sddunasarsaumenazd of
wannvangldegaiiaavvingiey

2. MINATIERLazUsElY (Analyze & Evaluate) vinwglunsmsiaaauainy
gndies Aainidedie waviiunvesde videdeyaiilaiu (Critical Evaluation)

3, MsasEsIFuasld (Create & Use) muanansolunsadisassidoniln
warlideviomaluladodasuRawoutsusssy wazaonse

4. N33R (Social Digital Literacy) anudlaunuimaesdens
faau nstenswanslunisuansesn waznsildrusinludinueoulal

= Y a

a3ulad fumsanuAnuifeaysuININIauLLIAAYeY UNESCO 1504013

'
a Y] al

SWiude arvauma wagAdia Ndunisaiivineen1sAa@elniny (Critical
Thinking) setllenuuduwmesiin ieldatuayudiuiifeadunisdnnistoyaia

(Misinformation)

G
nsafeszvvinansiseuinuaeadelussdudsenfnet lulviieanisng
ngszideuivedaduly wifenseantuuanIzwIngeunysanNIssuleuty alulag

wazaulunyed Wideiu usmsanufnedeslsuivasuunuimaingaiue
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(Controller) :mLﬂuéjﬁﬂmsmﬁauwmmqwmiuiaﬁ (Technology Leader) fi3jaa¥1s

- aa

QiiduAuMRIalLASew Audnsalunissuliodunissesumdlevesuasdoya

o v

WA Yuegiunisademiuaugaszninenisldiniesfioniunaila 1wy szuuAnnses

Y

W anIAUAISULLNIE TUSTINRIANsT LT uAiveniulan1sd 39Ta (Digital

Empathy) kagn13swiviude Jeastrelidniseuaunsaivladunailiendviand

Aaunmluderulinsuunulaogneddu

1’4 a

LNEHT1ID199Y

UNITIU DN UNYT wazIsTe) AFIN. (2564). UNuImMvesdenivia Jadeiidnase
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wAlutgym. MsansyuwwIde unninedesuiguassvann, 16(2), 191-204.

'
v v A
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